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Introduction  

In order to prepare employees for travel, and to 
locations, International SOS members (
employees. 

As contemplated by the “LGBT travel security” 
members of the LGBT community raise a number of issues for LGBT travellers. 

Members will seek to prepare LGBT employees adequately in this regard. For example, a Member may require 
information about an employee’s marital status or sexual orientation if taking steps to arrange a partner visa for 
the employee. 

Similarly, a Member may require details relating to the employee’s health (i.e. information about the employee’s 
pregnancy, vaccination history, communicable
insurance for the employee or to ensure the host workplace is appropriately adjusted to accommodate the 
travelling employee. 

This briefing paper aims to provide Members with information abo
context of an assignment or travel posting process. It also seeks to assist Members in managing the diversity of 
their mobility programs while complying with Australian anti
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In order to prepare employees for travel, and to provide support to these employees when working in remote 
locations, International SOS members (Members), may seek sensitive personal information from their 

As contemplated by the “LGBT travel security” Report, the different laws affecting, and social attitudes towards 
members of the LGBT community raise a number of issues for LGBT travellers.  

Members will seek to prepare LGBT employees adequately in this regard. For example, a Member may require 
s marital status or sexual orientation if taking steps to arrange a partner visa for 

Similarly, a Member may require details relating to the employee’s health (i.e. information about the employee’s 
pregnancy, vaccination history, communicable health conditions or disabilities) in order to obtain appropriate 
insurance for the employee or to ensure the host workplace is appropriately adjusted to accommodate the 

This briefing paper aims to provide Members with information about requesting personal information in the 
context of an assignment or travel posting process. It also seeks to assist Members in managing the diversity of 
their mobility programs while complying with Australian anti-discrimination and privacy laws.

In Australia, it is unlawful to request personal information about an employee’s disability, health, sexual 

orientation, race, religious beliefs, political opinions or any other matter that could be used for a discriminatory 

information is reasonably required for a non-discriminatory purpose. These restrictions 

are provided by federal and state, privacy and anti-discrimination legislation. 
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When requesting personal information, it is important to clearly articulate: 

 

• why the information is being collected and that there is some reasonable requirement for the 

employer to have that information; and 

• how the information will be used. 

 

Once this information is collected, Members may have certain obligations, including: 

 

• to ensure the personal information is not used for any purpose other than the original non-

discriminatory purpose; 

• not to disclose or communicate the information to anyone unless necessary; and 

• to take reasonable steps to destroy or de-identify the information when it is no longer required. 

 

Although employee records held by an employer are generally excluded by the Australian Privacy Principles 

(APPs), there are additional health records requirements under state laws. 

 

 

Discrimination 
 

In Australia, it is unlawful to discriminate against a person because of a “protected attribute”. Protected 

attributes are expressed differently in the various state and commonwealth instruments, however generally 

include race, colour, sex, sexual orientation, age, physical or mental disability, marital status, family or carer’s 

responsibilities, pregnancy, religion, political opinion, national extraction or social origin.
1
 

 

As a rule, it is unlawful to request from a person, information about any matter that could be used for a 

discriminatory purpose, unless the information is reasonably required for a non-discriminatory purpose. 

Summaries of specific provisions relating to requests for information in various Australian jurisdictions are 

included from page 7 below. 

 

The following table shows purposes for which sensitive personal information may be collected and used, and 

circumstances where use of the information is likely to amount to a breach of anti-discrimination legislation. 

 

 
 

to obtain an appropriate visa for the travelling 

employee or their partner 

to determine which employee will be offered an 

overseas posting 

to ensure the travelling employee receives tailored 

advice about cultural attitudes in host country 

obtaining information relating to an employee’s 

sexual orientation in the process of organising 

travel posting, and then using it for a different 

purpose 

to arrange appropriate insurance coverage for the 

employee or their partner 

altering the employee’s position to their detriment 

on the basis of their disability or other protected 

attribute   

to ensure the host workplace is appropriately 

adjusted to accommodate any special requirements 

that the employee may have as a result of their 

disability 

not considering the employee for promotion based 

on their protected attribute 

 
                                                
1 https://www.fairwork.gov.au/employee-entitlements/protections-at-work/protection-from-discrimination-at-work  
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The practical guidance included below will assist Members: 

 

• in managing any perception of bias or discrimination; and 

• in ensuring proper (non-discriminatory) use of personal information. 

 

In an employment context, an employer may refuse to employ someone with a disability in a certain role 

(including a posting or travel assignment), if that person is unable to carry out the inherent requirements of the 

job. The employer however, must consider whether reasonable adjustments can be made to enable the 

person to perform the job.
2
 

 

For example, in X v Commonwealth of Australia,
3
 the Australian Defence Force required a solider to 

undertake a medical examination. The examination revealed that he was HIV positive and he was dismissed. 

The High Court of Australia considered that this was lawful, as “bleeding safely” in combat was considered an 

inherent requirement of the job.
4
 

 

 

Criminal records 

 

Some countries will not allow a person to travel there, or obtain a visa to work there, if that person has a 

criminal record. 

 

Under the Australian Human Rights Commission Act 1986 (AHRC Act), distinction or exclusion in 

employment on the basis of a criminal record does constitute discrimination.
5
 It is not discrimination however if 

the distinction, exclusion or preference is based on the inherent requirements of the job.
6
 The AHRC Act 

covers employers and employees in all states and territories.  

 

The anti-discrimination legislation in Tasmania and the Northern Territory specifically prohibits discrimination 

on the basis of ‘irrelevant’ criminal records.
7
 

 

Where a conviction or record is such that a visa would be denied, it would likely be considered a ‘relevant’ 

criminal record for the state legislation. Similarly, the absence of such a criminal record would likely be 

considered an inherent requirement of an international posting in many circumstances.  

 

 

Privacy Considerations 
 

In Australia, privacy is regulated by the Privacy Act 1988 (Cth) (Privacy Act) and certain state legislation.
8
 

These laws protect and regulate the use of personal information, generally defined as:
9
 

 

information or an opinion, whether true or not, and whether recorded in a material form or not, about 

an individual whose identity is apparent, or can reasonably be ascertained, from the information or 

opinion 

 

Sensitive information is a subset of personal information.
10

 It includes personal information about a person’s 

racial or ethnic origin, political opinions, religious beliefs or affiliations, sexual orientation or practices and a 

criminal record. It also includes health information about an individual. 

                                                
2
 Section 21A of the Disability Discrimination Act 1992 (Cth) – the inherent requirements exception. 

3 X v Commonwealth of Australia (1999) 200 CLR 177. 
4 Arguably medical advances with HIV treatment could cause the outcome of this decision to be different today. 
5
 Regulation 4 of the Australian Human Rights Commission Regulations 1989 (Cth) and ss 30 – 32 of the AHRC Act. 

6
 See definition of discrimination in the AHRC Act. 

7
 Section 16 of the Anti-Discrimination Act 1998 (Tas) and s19 of the Anti-Discrimination Act (NT). 

8
 Information Privacy Act 2014 (ACT), Privacy and Personal Information Protection Act 1998 (NSW) and Health Records and Information 

Privacy Act 2002 (NSW), Information Privacy Act 2009 (Qld), Information Act (NT), Personal Information and Protection Act 2004 (Tas), 
Privacy and Data Protection Act 2014 (Vic) and Freedom of Information Act 1992 (WA). 
9
 See definition of ‘personal information’ in the Privacy Act. 

10 See definition of ‘sensitive information’ in the Privacy Act. 
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The Privacy Act sets out the Australian Privacy Principles (APPs) which prescribe aspects of the collection 

and use of personal information. 

 

 

Employee record exemption 

 

There is, however, an exemption under the Privacy Act for employee records.
11

 This means that an act done, 

or practice engaged in by an organisation that is or was an employer of an individual, is exempt from the 

Privacy Act, if the act or practice is directly related to: 

 

• a current or former employment relationship between the employer and individual; and 

• an employee record held by the organisation and relating to the individual. 

 

An employee record means a record of personal information relating to the employment of an employee. The 

Privacy Act provides examples of personal information relating to the employment of an employee, including 

health information and personal information about the engagement of the employee and the terms and 

conditions of employment of the employee.
12

 

 

Most of the states and territories’ privacy legislation contains a similar exemption or only applies to public 

sector organisations. 

 

Despite this, the employee record exemption should be treated with caution, particularly in the context of 

overseas assignments, postings or secondments. It applies to the actual employer only. It is unclear, for 

example, whether an overseas host employer would be exempt where it is a different employing entity to the 

home employer, or where the employee will be employed as a secondee or contractor. 

 

In certain circumstances, an act done, or practice engaged in by an overseas recipient of personal 

information, may be taken to have been done, or engaged in by the employer.
13

 

 

If the employer is required to disclose personal information to an overseas entity including the host employer, 

the employer should endeavour to contractually ensure that the entity receiving the information complies with 

the APPs. 

 

 

Health records 

 

In Victoria, the Health Records Act 2001 regulates the collection and handling of health information relating to 

current or prospective employees. 

 

If, in the process of organising a travel posting or assignment, Members request or obtain health information 

relating to an employee, the collection and use of the information must comply with the Health Privacy 

Principles (HPPs). 

 

 

 

 

 

 

 

 

 

 

                                                
11

 Section 7B of the Privacy Act. 
12 Further examples in definition section of the Privacy Act. 
13 APP no. 8.1 (Cross-border disclosure of personal information). 
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Practical guidance 

 
When considering offering a travel posting or overseas assignment, employers should: 

 

• Identify issues that might arise in the context of a particular posting or assignment (i.e. cultural 

attitudes or laws that may affect or restrict certain groups of employees’ travel). 

• Identify any third party entities that may require personal information (such as the host employer, 

insurance companies, accommodation agencies and immigration or other government authorities 

that deal with visa applications). 

• Identify the type of information that may need to be collected. 

• Consider whether it is necessary for the employer to collect the information or whether it could be 

provided directly to a third party entity (e.g. an insurance company). 

• Consider whether the information can be provided generally to all employees, instead of requesting 

personal information from individuals (e.g. in case of travel to countries where homosexuality is 

legal, but people may be socially intolerant). 

 

 

How to collect personal information 

 

• The employee should consent to the collection of the information.
14

 

• The personal information should be collected by lawful and fair means, and where possible directly 

from the employee.
15

 

• Laws relating to requests for personal information will apply regardless of the form of the request 

(e.g. paper form, online questionnaire or interview). 

• Depending on the specific nature of the information sought, it may be more appropriate to request 

the information by way of form, to afford the individual time to consider the reason for the request 

and obtain advice if required. 

• Clearly articulate why the information is being collected and that there is some reasonable 

requirement for the employer to have that information. 

• Outline how the information will be used. 

• Outline who will have access to the information (including whether the information will be disclosed 

to overseas entities). 

• Outline the consequences if the employee does not provide the information. 

 

 

How to use and store the personal information  

 

• Where the information is collected for a particular non-discriminatory purpose, the employer should 

not use or disclose that information for another purpose (unless the employee consents).
16

 

• Where the personal information is going to be disclosed to an entity or person overseas, the 

employer should take reasonable steps to ensure that the overseas recipient does not breach the 

APPs in relation to the personal information. 

• The employer should take reasonable steps to protect the information from misuse, interference or 

loss, and from unauthorised access, modification or disclosure.
17

 

• The information should be accessed on an as-needs basis.  

• The employer should consider whether the information needs to be retained. In circumstances 

where the employee travels frequently, it may be appropriate to retain the record of personal 

information. On the other hand, if the employee has no immediate plans to travel again or it would 

be convenient to collect the information again, the information should be destroyed or de-identified. 

 

 

                                                

14 APP no. 3 (Collection of solicited personal information). 
15 APP no. 3. 
16 APP no. 6 and also s108 of the Equal Opportunity Act 2010 (Vic). 
17 APP no. 11 (Security of personal information). 
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Case study 
 

We are aware of examples in the market of organisations requesting personal information. The following case 

study is based on the experience of a global professional services firm. It has been adapted to provide 

members with an example of how discrimination and privacy issues may arise in practice. 

 

A manager in a global professional services firm is planning on sending a senior employee, who specialises in 

energy and natural resources projects, from its Melbourne office to its office in Moscow for one year. 

 

In discussing the opportunity with the employee, the manager advises that the firm will arrange a visa for her 

and her partner and will arrange and pay for the couple’s accommodation. The manager also provides the 

employee with some general information about living and working in Russia. The briefing pack notes that 

same-sex relationships are legal in Russia, but same-sex marriages, partnerships or civil unions are not 

recognised for the purposes of immigration. 

 

The employee is excited at the prospect of living and working in Russia, but expresses concern about her 

partner’s ability to obtain a visa. She explains that she in a same-sex de-facto relationship. The employee 

notes that she is open about her sexual orientation at work in Australia, but she does not want it to jeopardise 

her move to Russia. 

 

The employee is also concerned that there is no protection in Russia from discrimination in the workplace 

based on sexual orientation. 

 

Even though the employee has volunteered this personal information, it would be unlawful to deny the 

employee the opportunity to work in Russia on the basis of her sexual orientation. 

 

The manager advises that the firm has sent same sex couples overseas before, however not to Russia. The 

manager tells the employee that she will raise this with the firm’s mobility manager in Melbourne who can look 

into how this may affect the couple’s living arrangements, visa options and whether or not it would be 

appropriate to communicate the information to the host firm. 

 

 

What should the firm do? 

 

The employee should be made aware of the restrictions she and her partner may face while living and 

working in Russia. If the employee is still interested, the firm should: 

 

• Contact the host employer to gauge attitudes towards LGBT people in the host workplace. At this 

stage, the firm should not disclose that a particular employee has been chosen. 

• If the host firm seems largely intolerant, this should be communicated to the employee. The 

employee may decide not to disclose information about their sexuality to the host firm. In this case, 

the firm should make enquiries of a third party agency in relation to visas and living arrangements. 

• Where the main contacts (i.e. members of the mobility team) are tolerant, but indicate that other 

members of the firm are not, the firm (with the employee’s consent) may draft a contract ensuring 

that those with access to the information do not disclose it to other members of the firm and that the 

information is not used for any discriminatory purpose while the employee is on secondment or 

posted there. 

• Where a partner visa cannot be obtained due to the couple being in a same-sex relationship, the 

firm may take steps to arrange a separate visa for the employee’s partner (e.g. a student visa). 
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Specific laws relating to requests for personal information? 
 

Jurisdiction Legislation Summary 

Commonwealth
18

 Disability Discrimination Act 

1992 

Sex Discrimination Act 1984  

Age Discrimination Act 2004 

It is unlawful to request or require a person to provide 

information (by completing a form or otherwise) where the 

information is requested or required in connection with, or for 

the purposes of unlawful discrimination. 
 

Victoria Equal Opportunity Act 

2010
19

 

A person must not request or require another person to supply 

information that could be used by the first person to form the 

basis of discrimination against the other person. 

A person may request or require another person to supply 

information that could be used by the first person to form the 

basis of discrimination against the other person if the 

information is reasonably required for a purpose that does not 

involve prohibited discrimination. 

 

If challenged, a Member would have the burden of proving that 

the information is reasonably required for a purpose that does 

not involve prohibited discrimination. 
 

Queensland Anti-Discrimination Act 

1991
20

 

A person must not ask another person, either orally or in 

writing, to supply information on which unlawful discrimination 

might be based. 

 

It is a defence if the respondent proves, on the balance of 

probabilities, that the information was reasonably required for a 

purpose that did not involve discrimination. 
 

Northern Territory Anti-Discrimination Act 

1996
21

 

A person shall not ask another person, whether orally or in 

writing, to supply information on which unlawful discrimination 

might be based.  

 

However, the provision does not apply if the person proves, on 

the balance of probabilities, that the information was reasonably 

required for a purpose that did not involve discrimination.  
 

Australian Capital 

Territory 

Discrimination Act 1991
22

 It is unlawful for a person to discriminate against another 

person by requesting or requiring information (whether by way 

of completing a form or otherwise) in connection with, or for the 

purpose of performing, an act that is or would be discriminatory. 
 

Western Australia Equal Opportunity Act 

1984
23

 

It is unlawful for a person to request or require another person 

to provide, in connection with or for the purposes of 

discrimination, information (whether by way of completing a 

form or otherwise) that persons without a certain protected 

attribute, would not, in circumstances that are the same or not 

materially different, be requested or required to provide. 
 

                                                
18 See s32 of the Age Discrimination Act 2004, s30 of the Disability Discrimination Act 1992 and s27 of the Sex Discrimination Act 1984. 
19 Section 107. 
20 Section 124. 
21 Section s26. 
22 Section s23. 
23 See for example s23. 
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